


A fraudulent attempt to obtain 
personal information using 
social engineering techniques 
or pretending to be a 
trustworthy entity in an 
electronic communication.

A type of software that tries to 
affect and/or damage a device 
by accessing it without the 
user’s knowledge.

A computer virus is a 
computer program used to 
alter the function of a device 
without the permission or 
knowledge of the user.

Multi-Factor Authentication 
(MFA) is a particulary secure way 
of logging in that not only 
queries a password but also one 
or more additional pieces of 
verification, like a confimation 
code or your fingerprint.
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A copy of data created on a 
different device to the one in 
which said data is stored. The 
aim is to be able to restore 
the data if it is lost.

Encrypting a message means 
transforming the contents of that 
message using an algorithm so that only 
authorised users that know the 
algorithm can access it.

A series of preferences 
that users can manage in 
order to control which 
information they share and 
with whom.

A password containing three or 
more words (like a sentence) 
that enhances security as it is 
more difficult to crack than a 
single-word password.

The practice of obtaining 
confidential information by 
manipulating and 
impersonating the identity 
of legitimate users. 

HTTPS (Hypertext Transfer 
Protocol Secure) is a 
communication protocol that 
protects users’ data when 
transmitted between their 
computers and a website. It has 
one more layer of security than 
the HTTP system. 
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